INLINING AND LTO FOR RUST KERNEL
MODULES

Kangrejos 2023

Andreas Hindborg
Samsung GOST

SAMSUNG



AGENDA

e Quick blk-mqgupdate
e Inlining and LTO
= Context
= |nlining Rust
= |nteger Overflow Checks
= |nlining C




blk-mq STATUS

e Goal: Provide blk-mq Rust AP
e TNUll Rustnull_blk replacement
s Status: In active development
= Goal: New RFC in 2023, feature parity in 2024
» Latest benchmark results available at https://rust-for-linux.com/null-block-driver
» Code: https://github.com/metaspace/linux/tree/null_blk-next-for-6.6
e YNnvme Rust nvme replacement
» Status: Maintained, rebased on rust-next + common base withnull b1lk
» Latest benchmark results available at https://rust-for-linux.com/nvme-driver
= Code: https://github.com/metaspace/linux/tree/nvme



16c865453c8f * null_blk-next-for-6.6 metaspace/null_blk-next-for-6.6 null_blk: Propagate result
8e49d9f2c7f6 * rust: inline a number of short functions
25aab570fabea * rust: add null block driver
403945e0c06e * RUST: implement "ForeignOwnable ™ for "Pin°
b1395f13dfO@a * rust: lock: implement "IrgSaveBackend  for "SpinLock"
c654077c1bf3 * rust: lock: add support for "Lock::lock_irqgsave"
0d84c89b7283 * rust: apply cache line padding for “SpinLock"
9af29a5d21cl * RUST: add "module_params macro
9936ca52131b * rust: add radix tree abstraction
f0ab846d0dle * rust: add improved version of "ForeignOwnable: :borrow_mut"
7353a81d5665 | * metaspace/nvme gandalf/nvme-next-for-6.6 rust: wip: Add nvme driver.
b55fb28ab®da7 | * rust: update blk-mg for nvme
62af8b3d3723 | * RUST: add "module_params  macro
da701a8fcd84 | * rust: enable allocator API in modules for Box::try_new()
dad672eb54el | * rust: add device::Data
dac700359bac | * rust: add revocable objects
5e0ccOdbcc6d | * rust: add revocalbe mutex
Ob92f190cd5a | * rust: add rcu abstraction
1bc904b89d65 | * rust: add atomic optional
40434ecd7604 | * rust: add num_possible_cpus
46e084b40ecc | * rust: add atomic allocated box
3a6835821103 | * rust: allow allocation with gfp_t flags
b998f700139f | * rust: add dma pool and coherent allocator
e838ea29%eef9 | * rust: device: add dma map functions
5c92ed5ec619 | * rust: device: add print functions
42421184d909 | * rust: pci: add IRQ and misc methods
9479a64cd649 | * rust: add io_mem
7a4e8986¢c545 | * rust: add pci_device_id abstraction
c2300da95453 | * rust: add initial PCI support
83afcd52b651 | * rust: add irqgq abstractions
370e98a06160 | * rust: add driver abstraction
639f85b58c44 | * rust: device: Add a stub abstraction for devices
0496c9663cfc | * rust: device: Add a minimal RawDevice trait
W4

fc76a6d68300 * blk_mg-next-6.6 rust: block: introduce "kernel::block::bio  module
9beb2b204522 * rust: block: introduce “kernel::block::mg module
1fec729cdal2 * rust: add "pages module for handling page allocation



INLINING AND LTO



THE CODE

queue_rq(
_hw_data: <Self::HwData ForeignOwnable>: :Borrowed<' >,
gueue_data: <Self::QueueData ForeignOwnable>: :Borrowed<' >,
rqg: &mgqg: :Request< >,

_1s_last: bool,
) -> Result {
rq.start();
*memory_backed.read() {
tree = queue_data.lock_irqsave();

sector = rg.sector();
bio rq.bio_iter() {

segment bio.segment_iter() {
Self::transfer(rg.command(), & tree, sector, & segment)?;
sector += segment.len() >> 9;
¥
¥
ks
rq.end_ok();
(())



C CALLBACK

"c" queue_rq_callback(
hctx: * bindings: :blk_mqg_hw_ctx,
ofo I bindings: :blk_mqg_queue_data,
) -> bindings::blk_status_t {
rq = { (*bd).rq };
hw_data = { T::HwData: :borrow((*hctx).driver_data) };

queue_data { (*(*hctx) .queue).queuedata },;
gqueue_data = { T::QueueData: :borrow(queue_data) };

ret = T::queue_rq(

hw_data,
gqueue_data,
& { Request::from_ptr(rq) },
{ (*bd).last 1},
)
(e) = ret {
e.to_blk_status()

} {
bindings: :BLK_STS_OK



extern "C" fn queue_xqg_callback()

_RNvMNtNtNtCsBnkueTNBODCo_GBkernelsblock2mgl@operationsINtB2_160perationsvt
: arg inte4_t argl @ rdi

: arg inted4_t arg2 @ rsi

: var int64_t wvar_10h @ stack - 8x10

push rbx

sub rsp, 9x10

mow rax, qword [rsi]

mowv rex, qword [rdi + @xb&]

mowv rdi, qword [rex + @x38@]

mov gword [var_18h], rax

lea rsi, [var_18h]

Xor ebx, =bx

Xor edx, edx

call _RNv¥s5_Cs3YbEMwMhIsSC_Srnul INtB5_13NullBlkDeviceNtNENENECs8nkueTN
Cmp eax, 1

jne Bx80B0207

Moy edi, edx
call _RNvMNtCs8nkueTNE0OCo_6kernelSerrorNtB2_5Errori3to_blk_status

Moy ebx, eax
maow eax, ebx

add rsp, 8x1@
pop rbx




fn queue_rq()

_t
&t

&_t var_bah @ stack - @xbE
&t var_bah @ stack - Oxb®
&_t var_adh @ stack - @xak
&_t var_aih @ stack - @xad
B4_t var_33h @ stack - B0

var_2ih @ stack - @xBd
r73h @ stack - @x7E
r_7ah @ stack - 0:70
h @ stack - @468
h @ stack - @x68
h @ stack - @x5E
r_Sah @ stack - x50
r_43h @ stack - 0x4E
r_4ah @ stack - x40
_t var_3ah @ stack - @x38
164_t arg_3ah @ stack + @x39
rba

e

1_blk_mwe

lea B
v e
Lea + Budd
™
Jmn
mov a rax
aov rax, o
mov BEN], Fax
mav n 18
mov Fax
mav L
aov 7 I
mov ERI, Fex

mav B rax

abist

movIs rbhx = @x1E L
mov 3

: ]

" L [ H g rsp.

o rai

rdi, 14 o obp, e
F tCsB HBOCE 6 K 1 i - ; o L

Fax, 9 s ral

F12, rax al

BxERAbCE o

jme




Loop Header

¥
mowv gword [rspl, r14
maw rdi, rid
call rust_helper_spin_lock_irgsave
mow gword [var_behl, rax
mowv r12, gword LCrbx + 8x38]
mow rdi, gword Crbx + @x38]
call _RNvMNtNtCs8nkueTNBOCo_Ekernelsblock3bioNtB2_3Bio&from_raw
mow gword [var_aghl, rax
les rdi, [var_aBh]
call _RNvXs@_MtNtCs8nkueTHM80OCo_6kernelsblock3bioNtB5_11BiclteratorNtNt. ..
test rax, rax
je Bx808acdl
lea r15, [arg_38h]
mow rcx, gword [rspl
les r13, [rcx + Bx40]
lea r14, [wvar_sdh]
Jmp Bx8068b73
L
mov gword [var_aghl, rax
lea rdi, [var_58h]
lea rsi, [var_aeh]
call _RNvMNtMNtCs8nkueTNEBOCo_6kernelsblock3bioNtB2_3BiolZ2segment_iter
mov rax, gword [var_38h]
mov gword [var_68h1, rax
mow rax, qword [wvar_48h]
mov gword [var_7ehl, rax
mowv rax, gword [var_5eh]
mov rcx, gword [var_48h]
mov gword [var_78h1, rcx
mow gword [var_86h], rax
nop word cs:[rax + rax]
Y
les rdi, [var_98h]
lea rsi, [var_88h]
call _RNvXs1_MNtMtNtCs8nkueTNSCCo_BkernelSblock3bic3dvecNtBS_18BicSegmen. . .
cmp gword [var_98h], @
je Bx8080beR
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*UND*

F .text

ISSUES PT 1

e queue_xq( ) notinlined into queue_rq_callback()
e kernel: :block: :bio::Bio::segment_1iter() isnotinline

Bio: :segment_1itexr () isnotinour module:

objdump -t linux-build/drivers/block/rnull_mod.ko | rustfilt | grep segment_iter

0000000000000000 <kernel::block::bio::Bio>::segment_iter

It is in the kernel object:

objdump -t linux-build/vmlinux | rustfilt | grep segment_iter

0000000000000020 <kernel::block::bio::Bio>::segment_iter

11



FIXPT 1

modified drivers/block/rnull.rs
fn new_request_data(

Ok (())
}

- #[inline(always) ]
fn queue_rq(
_hw_data: <Self::HwData as ForeignOwnable>: :Borrowed<'_>,
gueue_data: <Self::QueueData as ForeignOwnable>::Borrowed<'_>,
modified rust/kernel/block/bio.rs
pub struct Bio<'a>(
impl<'a> Bio<'a> {
/// Returns an iterator over segments in this "Bio . Does not consider
/// segments of other bios in this bio chain.
-+ #[inline(always) ]
pub fn segment_iter(&'a self) -> BioSegmentIterator<'a> {
BioSegmentIterator: :new(self)
}

Note: We are building crates with - C1to=n. This disables LTO across codegen units and across crates in the dependency graph when building a crate. We are also building with - Ccodegen-units=1 so this only has an effect on cross crate LTO.

12



extern "C" fn queue_xqg_callback()

— 1

| S——

—




PANIC PADS

vNtCs4KbNGwWnACS5t_4coreSpanickingSpanic; RELOC 32 _RNvNtCs4KbNGwnAC5t_4. ..

rodata ; @xBOA1178; RELOC 32 .rodata @ @x@8008de@ + 8x398
_RNwNtCs4KbNGWnACSt_4core9panickingSpanic; RELOC 32 _RNvNtCs4KbNGwnACSt_4. ..

call
mow
call
mowv

jmp

rust_helper_spin_unlock_irgrestor
edi, ri15d
_RMvMNtCs8nkueTNBOCo_6kernel5errc
ebp, eax

@x8008377

0x08000299 mov r15d, dword [rcx + rdx + @xc]
0x0800029e add r15d, r8d
0x080002a1 jb 0x8000388
[0x080002a7] [0x08000388]
0x080002a7 mov esi, dword [rex + rdx + 8] 0x08000388 mov esi, Oxlc ; 28
@x080002ab sub esi, réd Ax0800038d mov rdi, str.@ ; @x8000e70; RELOC 32 .rodata @ 0x08000de@ + @x90
Bx080002ae jb Bx80003a2 Ax08000394 mowv rdx, .rodata ; 9x8001118; RELOC 32 .rodata @ Ox08000ded + 0x338
Ax0800039b call RN
| Ax080003a0 ud2
v
[0x080003a2]
@x080003a2 mov esi, @x21 ; '"!' : 33
Bx0800603a7 mov rdi, str.1 ; 0x8001150; RELOC 32 .rodata @ 0x08000de® + ©x370
@x080003ae mov rdx, .rodata ; @x8001130; RELOC 32 .rodata @ 0x@8000de@d + @x350
Bx080003b5 call RNvNtCs4KbNGwnACS5t_4core9panickingbpanic; RELOC 32 _RNvNtCs4KbNGwnAC5t_4. ..
0x080003ba ud2
] 0x0800034d
@x@Eaee3s2
§ ex@8a86355
_ BxBE80635a
_@HE'S'E'E'E'.EEE'] BxPEAARISC
BxPEO0B320 mowv eax, dword [var_58h]
Bx08008324 test eax, eax
BxPE00B3I26 jne Bx8000286 .
I [Bx@E8863bc]
i AxB8pa83bc mow esi, @xlec ; 28
~ BxBEEA63C mov rdi, str.@ ; 0x8808e7@; RELOC 32 .rodata @ 9x03080d=8 + Bx980
[@x0800032c] ) ) Bx080003c8 mov rdx,
PxeEe0832C mov r14, gword [var_8ah] Gx08PReRICT call
BxBEa068331 mon r'd}(. -:|.,_l|-':| :'-;:1I'_":E-|‘: @H@EE"E'E-".Edﬁf '.-'-:IE
AxBERRA33E6 lea rdi, [var_78h]
BxpEeaB33b jmp Bx80008246

|
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INTEGER OVERFLOW DETECTION

[T




[BxBE0002h4 ]
Bx080002b4
Bx080002bL7
Bx080002bb
@x080002bT
BxBE8002c3
BxBE80B2ch
BxBE0002CE
@x080002cT
BxBE8002d5
BxBE8002d8
@xe80082db
@x080002df
BxBE0002e4d
BxBE002eT
BxBE002ec
BxBE000
BxBE000
BxBE000
BxBE000
BxBE80036
BxBE800365
BxBE80038a
@xegeoe3ef
BxBE800311

o=t =t =
—_—

Jd kI BJ B3 B P

k3 —h T O

LOOP BODY

mov
shr
shl
add
cmp
cmovh
and
mov
sub
cmp
cmovh
lea
mov
call
mov
mov
mov
MOVZX
mov
mov
lea
call
test
jne

r13d, ri1&d

r13d, @xc

ri3, &

r13, qword [rcx + rdx]

eax, esi

esi, eax

r15d, exfff

ridd, @x1089

r1d4d, ri15d

esi, ri4d
r1dd, esi
rsi, [ _58h

edx, ri4d

rust_helper_bio_advance_iter_single; RELOC 32 rust_helper_bioc_advance_ite..
word [var_4eh]l, r13

iword [var_38h]1, ri14d

dword [var_34h], ri&5d

edi, byte [rbx + 0x18] ; uint64_t arg)

rsi, rbp ; intGé4d_t arg2

rdx, ri2 ; int6éd_t argl

rcx, [var_4@h] ; ints4_t arg4d

_RMvMs@_Cs3YbEMwMhIsC_SrnullNtBS_13MullBlkDevice8transfer ; sym._RNvMs@_C...

eax, eax

@x8a00340

objdump -t linux-build/drivers/block/rnull_mod.ko | rustfilt | grep rust_helper_bio_ad

*UND* 0000000000000000 rust_helper_bio_advance_iter_single

16



Kernel Image
vmlinux
.0 .0
A A
.C helpers.c

-

HELPERS

bindgen

8
I
I
I
I
I
I
I
I
I
I

J

Rust Module

helpers.rs

.ko

\ 4

IS

r----------1

C Module

.ko

17



HELPERS

Kernel Image I Rust Module
|
|
vmlinux | helpers.c » o)
I /
| bindgen
|
I \
|
\ 4
|
o] o] l helpers.rs
I mod.ko
|
A A i A
I Y
|
|
.C helpers.c I mod.rs > o]
|
P
__attribute_ ((always_inline))
rust_helper_bio_advance_iter_single( struct bio *bio,
struct bvec_iter *iter, bytes)

bio_advance_iter_single(bio, iter, bytes);



F

.text

mov
mov
mov
mov
shl
mov
mov
add
mov
shr
shl
add
mov
sub
cmp
cmovb
and
mov
sub
cmp
cmovb
lea
mov
call
mov
mov
mov
movzx
mov
mov
lea
call
test
jne

LOOP BODY

rcx,
rdi,
rcx,
edx,
rdx,
esi,
r15d,
risd,
ri13d,
ri3d,
ri13,
ri3,
ecx,
ecx,
eax,
ecx,
r15d,
ri4d,
rildd,
ecx,
ri4d,
rsi,
edx,

gword [var_60h]
gword [rcx]

; uinted4_t arg

gword [rdi + 0x50]
dword [var_4ch]
4
dword [var_48h]

dword [rcx + rdx + @xc]
esi

r15d

Oxc
6

gword [rex + rdx]
dword [rcx + rdx +
esi
ecx
eax

Oxfff

Px1000

ri1sd

ri14d

ecx

var_58h]

r14d

8]

; 1nt64_t arg?2
; 1nt64_t arg3

1

rust_helper_bio_advance_iter_single ; sym.rust_helper_bio_advance...

gword [v

ar_40h], ri13

dword [var_38h], ri14d
dword [var_34h], ri15d
edi, byte [rbx + 0x18]
rsi, rbp

rdx, ri12

rcx, [var_4eh]
_RNvMs@_Cs3YbEMwM

eax, eax

Ox8000579

objdump -t linux-build/drivers/block/rnull_mod.ko |

; uinted_t arg
; 1nt64_t arg?2
; 1nt64_t arg3
; 1ntb4_t argd

rustfilt

0000000000055 rust_helper_bio_advance_iter_single

1

hJsC_5rnullNtB5_13NullBlkDevice8transfer ; sym._

| grep rust_helper_bio_ad
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LINK TIME OPTIMIZATION WITH LLVM
L i

rustc

.ko
(x86)
Iid
-
' (Ilvm bitcode)

clang

export CC_FLAGS_SCS
endif

ifdef CONFIG_LTO_CLANG
+KBUILD_RUSTFLAGS += -Clinker_plugin_lto

ifdef CONFIG_LTO_CLANG_THIN

CC_FLAGS_LTO -flto=thin -fsplit-1lto-unit

KBUILD_LDFLAGS += --thinlto-cache-dir=%$(extmod_prefix).thinlto-cache



IT’S NOT WORKING!

file linux-build/drivers/block/rnull-helpers.o
drivers/block/rnull-helpers.o: LLVM IR bitcode

file drivers/block/rnull.o
drivers/block/rnull.o: LLVM IR bitcode

file drivers/block/rnull_mod.o
drivers/block/rnull_mod.o: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), with debug_info,

1lvm-nm drivers/block/rnull-helpers.o | grep rust_helper_bio
---------------- T rust_helper_bio_advance_iter_single

not stripped

21



modified

+

quiet_cmd_ld_multi_m
cmd_ld_multi_m

define rule 1ld multi_

$(call cmd_and_savecmd, 1d_multi_m)

m

LD [M]

llvm-1ink -o $(patsubst %.0,%.11.0,%@) $(shell cat $(patsubst %.0,%.mod, $@)

scripts/Makefile.build

$@

ONE MORE HACK

$(obj)/1lib.a: $(1lib-y) FORCE
$(call if_changed, ar)

IS

.0
(Ilvm bitcode)

rustc

.0
(Ilvm bitcode)

clang

\ 4

&

llvm-link

Al
(bitcode)

lld

This is broken for modules that link assembly files

.ko
(x86)

| xargs); $(LD)

22



SUCCESS!

1
be
2 1
ax 41
oop i
ebp, sbp
wax i
e di
e
d. eax
cnovb  r13d. es
povzx  es o
is
b b
e, riag
5
15
. 154 e
. adi, ru
x etp. eax
o
"
1
2
b
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CAVEATS

e objcopy --redefine-sym _ addsf3=__rust__addsf3 ... oncore.oisaproblem
e 11vm-11ink rule breaks modules that use assembly source files

e Kernel does not boot on real hardware with CONFIG _LTO_ CLANG
e YMMV regarding performance

= No observable performance difference for rnull in virtual machine
= Tests for rnvme pending

24



QUESTIONS?






